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ZyXELt ZyWALL USG Support Notes

Scenario * Reserving Highest Bandwidth
Management Priority for VolP Traffic

1.1 Application scenario

In an enterprise network, there are various types of trafBat most of the company's
Internet bandwidth is limited All traffic will contend for it and may result in some
important traffic, for example, VolP traffic getting slow or evdanged. Therefore,
intelligent bandwidth management for improved productivity becomes a matter of high
concern for network administratordA ZyWALL USG provides Bandwiglianagement
(BWM) function to effectively manage bandwidth accordinglififerent flexible criteria.
VolIP traffic is quite sensitive to delay and jitter. Therefore, in an enterpns@onment
VolIP traffic should usually be awarded thghrest priority over all othetypes of traffic.

Internet
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ZyXELt ZyWALL USG Support Notes

Network conditions:

USG:

Data LAN: 192.168.1.0/24
VoIP LAN: 192.168.2.0/24
Goals to achieve:

1) The priority of VoIP traffic is the highest and without any bandwidth restriction.
2) Restrict FTP downloadpload bandwidth taL000'500kbps and set prioritpf FTP traffic tat
for all users.

USG configuration:

Step 1 Gonfiguration >ALG> checléEnable SIP AléGunction andéEnable SIP
transformation<.

CONFIGURATION ALG

"T¥ Quick Setup
[ Licensing

SIP Settings

Enzble SIP ALG
Enable SIP Transformations

il

SIP Media Inactivity Timeout : 120 (seconds)
SIP Signaling Inactivity Timeout : 1800 (seconds)
SIP Signaling Port @ © Add m
# Port =
1 5060

- Firewall

Step 2:Configuration>BWM > checkiEnable BWM and ¢Enable Highest Bandwidth
priority for SIP Traffi€.

CONFIGURATION BWM

'I¥ Quick Setup
BWM Global Setting

Enable BWM
Enable Highest Bandwidth Priority for SIP Traffic ()
Configuration

OAdd L] @ N

Status Priority Description  User Schedule Incoming Inte_.. | Outgoeing Inte Source Destination DSCP Senvice BWM In/PrifQut/iPri  DSCP Marking
default any none any any any any any Obj:any nof7inol7? preservelpre..
| 'Page 1 |ofil| » »| Show 50 ~ items Displaying 1 - 1 of 1

Step 3:Configuration>BWM > Select théAdde
(1) Select thedWAN trunk interface in incomingandoutgoinginterface
(2) And service object select tHETE.
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(3) Limit theinbound traffic to 1000Kbpsand Outboundto 500Kbps andetall
of the - priority levels to4.

& Add Policy. 2[x]
(S)Create new Object~
Criteria
User: any >
schedule: none 2
Incoming Interface: SYSTEM_DEFAULT_WAN, M
Outgoing Interface: SYSTEM_DEFAULT_WAN_ ¥
Source: any i
Destination: any =
DSCP Code: any >
Service Type: © Service Object © App Patrol service
Service Object: FTP > L
DSCP Marking
DSCP Marking Inbound Marking: | preserve | v
Outbound Marking:  preserve |
Bandwidth Shaping
Guaranteed Bandwidth Inbound: 1000 | kbps (0: prioriy: |4
disabled) Maximum: | g kbps m

Maximze Bandwidth Usage

Outbound: 500 | kbps (0: Priority: |4
disabled)

Maximum: | 0 kbps @

e

https://192.168.1.1/ext-js/web-pages/index/index himl#
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Scenarid - AssignPv6to your LANO access
remote IPv6 network

2.1 Application scenario

Nowadays, more and more Internet service providers provide IPv6 environment. With
IPv6 feature enabled on ZyWALL USG, it can assign an IPv6 address to clients under it
and pass IPv6 traffic through IPv4 environment to access a remote IPv6 network.

) Static
6to4 tunneling 59.124.163.155

6to4 relay router
192.88.99.1

Static PPPoE v4
61.222.9.5

2.2 604 IP translabn introduction

Network conditions:

USG

WANL: 61.222.9.5(Static PPPoE v4)
Or

WAN1:59.124.163.155(Static)

Goal toachieve

A ZyWALL USG will assign IPv6 IP addresses to the clientamehiehind it, and the
clients can access a remote IPv6 network by using the ZyWALL USG 6to4 tunnel.
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USG configuration

Stepl: Configuration> System>I1Pv6> Click Enable IPv6

CONFIGURATION Pv6
'T¥ Quick Setup

Global Setting

Enable Pve

Step2: Setting the static IP on WAN

(1) Configuration>Interface >Ethernet> Double ClickVANlinterface and
configurewith static IP address 59.124.163.155

CONFIGURATION PortRole || Ethernet || PPp Cellufar Tunnel VLAN Bridge Trunk
"% Quick Setup
a Configuration

o ace . - N

- Routing #  Status Name IP Address Mask
1 I Q wan1 STATIC — 59124 163155 265 255 265224 I
2 Q wan2 DHCP —-0.0.0.0 0000
3 Q lan1 STATIC —192.168.11 265255 2550
4 Q lan2 STATIC —192.168.21 2652552650
5 o] dmz STATIC — 192.168.31 255.255.255.0

| |Page 1 |of1 » k| | Show|50 |+ items Displaying 1 - 5 of 5
1Pv6 Configuration
J =)

# Status Name IP Address
1 7 wan1
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Step3: Setting IPv6 IP address on LAN1

(1) Configuration> Interface> Ethernet> double click ANlinterface inIlPv6
configuration.
IPv6 View * [ Show Advanced Settings (5] Create new Object

General Settings

Enable Interface

General IPv6 Setting

Enable IPv6

Interface Properties

m

Interface Type: internal

Interface Mame: lan1

Port: P3, P4

Zone: LANT

MAC Address: S0:67:F0:5C:AE45

Description: (Optional)
IPv6 Address Assignment

(2) ConvertWANL1 IP addreds hexadecimal
CheckEnable Stateless Address Autonfiguration(SLAAQ)ox and enter
2002:3b7c:a39b::/64n the prefix table.

(3) CheclPv6RouterAdvertisement Settingpox andadd theprefix in the
Advertised Prefix Table

IPv6 View = [EE Show Advanced Settings (5] Create new Object
MAC Address: 50:67:F0:5C:AE45 -

Description: (Optional)

IPv6 Address Assignment

Enable Stateless Address Auto-configuration (SLAAC)
Link-Local Address: fe80::5267:f0ff:fe5C2e45/64

IPv6 Address/Prefix Length: 2002:3b7c:a39b::/64 | (Optional)

DHCPv6 Setting

DHCPvG: NfA =

IPv6 Router Advertisement Setting

Enable Router Advertisement

Router Preference: Medium N
Advertised Prefix Table @ Add i |
# |PvE Address/Prefix Length +
|1 z002307ca300:64 |
Page |1 |of1l Show| 50 | w items Displaying 1 - 1 of 1
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Step4: Enable 6 to 4unnel.

(1) Configuration> Interface> Tunnel> ClickAdd button

T Quick Setup

Configuration

o ‘
#  Sfalus  Name  IPAddress Tunnel Mode My Address Remote Gateway Address
Page 1 |ofl Show 50 | |items No data to display

(2) Select the6to4 in that Tunnel Mode
(3) Check thePrefixin the 6tp4 tunnel Parameter
(4) Select thewANL1linterface as the gteway in theGateway Setting

Show Advanced Settings

»

General Settings

Enable

Interface Properties

Interface Name: tunneld
Zone: TUNNEL ¥ 8
ITunneI Mode: 6to4 v I
IPv6e Address Assignment [
IPv6 Address/Prefic Length: (Optional)
Metric: 0 (0-15)

6to4 Tunnel Parameter

6to4 Prefic 2002::/64

Relay Router: 192.88.99.1 (Optional)
Q NOTE: traffic destinated to the non-6to4 prefix domain tunnels to the relay router
Gateway Settings

My Address
I@' Interface wanl v | Static - 59.124.163.155/255.255.255.224 I

After theseconfiguration stepsconnectyour computerto the deviceand checkhat
your conputer receivedan IPv6 IP address frotannel.
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Scenario ¥ DNS Inbound Load Balance

3.1 Application scenario

As an enterprise network gateway, the ZyWALL USG often has more than one WAN
connection to kare the network traffic. With DNS inbound load balance feature, the
ZyWALL USG can reply with its other WAN IP to client according to network
FRYAYA&AGONI 62NRA RSYFYR® ¢KSNBFTF2NBE>X Of ASyila
smoothly via different conneans.

Authoritative DNS for zyxel.com.tw |———
www NS wanl

www NS wan2 —_— 2
wanl A wanl_IP_address "
wan2 A wan2_IP_address DNSserver \ ]

5 -
i WAN1 ‘z Client-DNS server
| « - =

e 1

Server I WAN2 <= = == /7

——

Clients from Internet

Clients send DNS query foww.zyxel.com.twto the client DNS server.

The client DNS server asks the query to DNS server.

DNS server reply to client DNS server to ask WAN1 iRxfarzyxel.com
Client DNS server reply to clients to ask WAN1 |IRfew.zyel.com

Clients askvww.zyxel.com.twio WANL1 IP of USG.

USG replies with WANIr WAN2 IP based on different balancing algorithm.
Clients access web page to WAN1 or WAN2.

No ok~ whpE
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Network condition:

USG: GlobalDNS server

- WAN1 IP59.124.163.150 - Leave DNS forward record for

- WAN2 IP: 59.124.163.135 Zyxel.com.tw to WANT

Web Server behind USG

- WAN21ldownstreambandwidth:50M
- WAN2 davnstreambandwidth: 10M - 1P:192.168.1.33

Goals to achieve:

Tobalance traffic loading from Internet to WAN interfaces by using DNS inbound load
balancing feature bagskon WRR algorithm.

Step 1 Set up the Authoritative DNS fayxel.com.twon DNS Global Server.

a. Set up the zoneife for entry
(@) www.zyxel.com.tw NS  WANL
(b) www.zyxel.com.tw NS  WAN2

b. Set up the IP address for wanl and wan2
() WANL A 59.124.163.150
(b) WAN2 A 59.124.163.135

Step 2 Go toConfiguration-> Network-> Interface-> Ethernet Configure WAN IP
address.
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. Edit Ethernet x
| (1]} Show Advanced Settings |
General Settings I
[¥] Enable Interface
Interface Properties
Interface Type: external ¥ B8 :
Interface Name: ge3
Port: P3
Zone: WAN ~ O 4
MAC Address: 00:19:CB:11:5C:3C
Description: (Optional)
IP Address Assignment \
() Get Automatically 0.0.0.0
@ Use Fixed IP Address
IP Address: 59.124.163.150
Subnet Mask: 255.255.255.224
\ Gateway: 59.124.163.129 (Optional) /
Metric: 0 (0-15) %
<« | 1
o [ J
. Edit Ethernet x
[T] show Advanced Settings
-
General Settings i
V| Enable Interface
Interface Properties
Interface Type: external ¥ B3 A
Interface Name: ge4 |
Port: P4
Zone: WAN O
MAC Address: 00:19:CB:11:5C:3D .
Description: (Optional)
/ﬁ?Mdress Assignment \
() Get Automatically
@ Use Fixed IP Address
IP Address: 59.124.163.135
Subnet Mask: 255.255.255.224
Gateway: 59.124.163.129| (Optional]
- %
Metres u =1
Interface Parameters o
o | J
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Step3. Go to Configuratior> Network-> DNS Inbound LB, and add DNS Load Balancing

a. Edit the Query Domain Name that is needed, and choose the Load Balancing
AlgorithmdwWeighted Round Robin ®

-2 Edit DNS Load Balancing 14 B3
= Create new Object ~
-
General Setting
7] Enable
DNS Settings
Query Domain Name: www.zyxel.com.tw
Time to Live: 0 (0-604800 seconds, 0 is unchanged)
Query From Settings
IP Address: any \.7 -
Zone: any v
Load Balancing Member
Load Balancing Algorithm: Weighted Round Robin v
Failover IP Address: 0.0.0.0 (Optional)
b. Add load DNS Load Balancing member
+ ] Edit Load Balancing Member 2 (%

Load Balancing Member

Member: 1
Monitor Interface: ge3 ¥ Static - 59.124. 163, 150,/255.255.255.224
Weight: 1 (1-10)
IP Address
(@ Same as Monitor Interface 59.124.163.150
() Custom

QK ] ’ Cancel
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c. Enable DNS Load Balancing.

Step 4.Go to Configuration> Network-> NAT. Configure the Virtual Server to forward
the traffic from WAN to DNS Server.

a. AddaNAT rule for WAN1.
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