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Scenario 1 - Reserving Highest Bandwidth 

Management Priority for VoIP Traffic 

1.1 Application scenario 

In an enterprise network, there are various types of traffic. But most of the company's 

Internet bandwidth is limited. All traffic will contend for it and may result in some 

important traffic, for example, VoIP traffic getting slow or even starved. Therefore, 

intelligent bandwidth management for improved productivity becomes a matter of high 

concern for network administrators. A ZyWALL USG provides Bandwidth Management 

(BWM) function to effectively manage bandwidth according to different flexible criteria. 

VoIP traffic is quite sensitive to delay and jitter. Therefore, in an enterprise environment, 

VoIP traffic should usually be awarded the highest priority over all other types of traffic. 
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Network conditions: 

USG: 

Data LAN: 192.168.1.0/24 

VoIP LAN: 192.168.2.0/24 

Goals to achieve: 

1) The priority of VoIP traffic is the highest and without any bandwidth restriction. 

2) Restrict FTP download/upload bandwidth to 1000/500 kbps and set priority of FTP traffic to 4 

for all users. 

USG configuration: 

Step 1: Configuration > ALG > check άEnable SIP ALGέ function and άEnable SIP 

transformationsέ. 

 

Step 2: Configuration > BWM > check άEnable BWMέ and άEnable Highest Bandwidth 

priority for SIP Trafficέ. 

 

Step 3: Configuration > BWM > Select the άAddέ 

(1) Select the άWAN trunk interfaceέ in incoming and outgoing interface 

(2) And service object select the άFTPέ. 
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(3) Limit the inbound traffic to 1000Kbps and Outbound to 500Kbps and set all 

of the - priority levels to 4. 
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Scenario 2 - Assign IPv6 to your LAN to access 

remote IPv6 network 

2.1 Application scenario 

Nowadays, more and more Internet service providers provide IPv6 environment. With 

IPv6 feature enabled on ZyWALL USG, it can assign an IPv6 address to clients under it 

and pass IPv6 traffic through IPv4 environment to access a remote IPv6 network. 

 

2.2 6to4 IP translation introduction 

 

Network conditions: 

USG:  

WAN1: 61.222.9.5(Static PPPoE v4) 

Or 

WAN1:59.124.163.155(Static) 

Goal to achieve: 

A ZyWALL USG will assign IPv6 IP addresses to the clients which are behind it, and the 

clients can access a remote IPv6 network by using the ZyWALL USG 6to4 tunnel. 
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USG configuration 

Step 1: Configuration > System > IPv6 >  Click  Enable IPv6 

 

Step 2: Setting the static IP on WAN1 

(1) Configuration > Interface > Ethernet > Double Click WAN1 interface and 

configure with static IP address 59.124.163.155. 
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Step 3: Setting IPv6 IP address on LAN1 

(1) Configuration > Interface > Ethernet > double click LAN1 interface in IPv6 

configuration. 

 

(2) Convert WAN1 IP address to hexadecimal 

 Check Enable Stateless Address Auto-configuration(SLAAC) box and enter    

2002:3b7c:a39b::/64 in the prefix table. 

(3) Check IPv6 Router Advertisement Setting box and add the prefix in the 

Advertised Prefix Table. 
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Step 4: Enable 6 to 4 tunnel. 

(1) Configuration > Interface > Tunnel > Click Add button 

 

(2) Select the 6to4 in that Tunnel Mode 

(3) Check the Prefix in the 6tp4 tunnel Parameter 

(4) Select the WAN1 interface as the gateway in the Gateway Setting 

 

After these configuration steps, connect your computer to the device and check that 

your computer received an IPv6 IP address from tunnel. 
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Scenario 3 ς DNS Inbound Load Balance 

3.1 Application scenario 

As an enterprise network gateway, the ZyWALL USG often has more than one WAN 

connection to share the network traffic. With DNS inbound load balance feature, the 

ZyWALL USG can reply with its other WAN IP to client according to network 

ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ŘŜƳŀƴŘΦ ¢ƘŜǊŜŦƻǊŜΣ ŎƭƛŜƴǘǎ Ŏŀƴ Ǿƛǎƛǘ ǘƘŜ ǎŜǊǾŜǊ ōŜƘƛƴŘ ½ȅ²![[ ¦{D 

smoothly via different connections. 

 

1. Clients send DNS query for www.zyxel.com.tw to the client DNS server. 

2. The client DNS server asks the query to DNS server. 

3. DNS server reply to client DNS server to ask WAN1 IP for www.zyxel.com 

4. Client DNS server reply to clients to ask WAN1 IP for www.zyel.com 

5. Clients ask www.zyxel.com.tw to WAN1 IP of USG. 

6. USG replies with WAN1 or WAN2 IP based on different balancing algorithm. 

7. Clients access web page to WAN1 or WAN2. 

 

 

 

 

 

http://www.zyxel.com.tw/
http://www.zyxel.com/
http://www.zyel.com/
http://www.zyxel.com.tw/
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Network condition: 

USG: 

- WAN1 IP: 59.124.163.150 

- WAN2 IP: 59.124.163.135 

- WAN1 downstream bandwidth: 50M 

- WAN2 downstream bandwidth: 10M 

Global DNS server: 

- Leave DNS forward record for 

zyxel.com.tw to WAN1 

Web Server behind USG: 

- IP: 192.168.1.33 

Goals to achieve: 

To balance traffic loading from Internet to WAN interfaces by using DNS inbound load 

balancing feature based on WRR algorithm.  

Step 1: Set up the Authoritative DNS for zyxel.com.tw on DNS Global Server. 

a. Set up the zone file for entry 

(a) www.zyxel.com.tw NS WAN1 

(b) www.zyxel.com.tw NS WAN2 

b. Set up the IP address for wan1 and wan2 

(a) WAN1     A 59.124.163.150 

(b) WAN2     A 59.124.163.135 

Step 2: Go to Configuration -> Network -> Interface -> Ethernet. Configure WAN IP 

address. 

http://www.zyxel.com.tw/
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Step 3. Go to Configuration -> Network -> DNS Inbound LB, and add DNS Load Balancing 

a. Edit the Query Domain Name that is needed, and choose the Load Balancing 

Algorithm άWeighted Round RobinέΦ 

 

b. Add load DNS Load Balancing member 
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c. Enable DNS Load Balancing. 

 

Step 4. Go to Configuration -> Network -> NAT. Configure the Virtual Server to forward 

the traffic from WAN to DNS Server. 

a. Add a NAT rule for WAN1. 


